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Editorial

With this issue OHM enters its 10th 
year of publication. It has charted 
developments in GroupWise and 
ZENworks and much, much, more 
since 2008 - when the world was 
quite a different place. Novell is 
now just a name (remembered with 
affection by many) and after a couple 
of mergers the product suites are 
under the protection of Micro Focus. 

The fact that OHM is still alive 
and kicking is all down to the 
combination of authors, readers, 
sponsors and  a supportive host 
organisation - that is the Open 
Horizons Community.  Thank you 
all!  Here’s to the next decade - many 
more changes guaranteed I’m sure.

This issue

In this issue we focus on the new 
release of iPrint - both the appliance 
and as a service offered by OES.  
Printing is still a vital service for all 
organisations whatever their size.  In 
our lead article Punya Mall (the iPrint 
product manager) reviews Version 3 
and how it delivers on many of the 
features that have been discussed 
and previously requested.  Now it 
offers a comprehensive printing 
solution for all organisations, from 
desktop to mobile.  Give it a try, if you 
haven’t already done so.

Elsewhere in this issue is the latest 
ZENworks suite news and Mike Bills 
shares how he GroupWises (indeed 
- a verb).  There is a first look at the 
GroupWise Filr integration and 
content for the more technically 
minded, especially if you want to 
debug Kablink using Eclipse.

The OH Summit ran successfully 
in April and was the biggest event 
Open Horizons has ever hosted. 

Over 220 people were involved and 
we were delighted that this year we 
were graced by the presence of the 
GroupWise Goddess herself - Danita 
Zanré - so we had to have a chat (see 
p12).

Going (more) digital

Printing has come such a long way 
from the time of Gutenberg and the 
technology he introduced to the 
western world.  It is more than a little 
ironic that we feature iPrint in this 
issue of OHM when economic reality 
means that we are concentrating 
more on the digital distribution of 
the content and less so on the print 
version of this magazine.

As I have found in publishing this 
magazine, printing is a remarkable 
technology and highly cost effective 
- especially when printing in volume.  
The  Achilles’ heel of print-on-paper 
is distribution, both in the time it 
takes and the costs involved.  It can 
cost more to deliver a copy of the 
magazine than it costs to print it.  

Consequently, we are starting to 
promote the digital edition more.  
While the articles from the magazine 
will remain available to the public, 
a subscription to the digital edition 
will give you earlier access to the 
html versions of as well as a  pdf 
‘page-flip’ version which can include 
further digital content.

TechConnect 2017

For those that have not yet heard - 
GWAVAcon is now TechConnect.  It 
runs between 19-20 September in 
Berlin at the Marriott Hotel.  With the 
name change comes the opportunity 
to expand the content so keep an 
eye out for the agenda, and please 
continue to support the event.

magazine
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iPrint for OES

Then in May this year, iPrint for OES was released and 
we are pretty excited with this release, which brings the 
functionality of the appliance to native OES.  Released 
for OES 2015 SP1, this marks a new distribution for OES 
customers who wish to deploy the new iPrint features in 
their OES deployments. With this release customers get a 
subset of features from the iPrint Appliance. 

The feature set will match that of the Appliance through 
subsequent updates on the update channel, which we 
will cover this in more detail in a future issue of Open 
Horizons Magazine.

Before we proceed further, a bit of a primer on iPrint.

Organisations want to reduce the complexity of 
managing printers by IT and allow end users to easily 
locate and install printers.  That’s where Micro Focus 
iPrint comes in. iPrint offers a single, scalable solution 
for managing all of your printing across multiple office 
locations from any device. 

It lets the users print quickly, easily, and more securely. 
It integrates with your existing corporate printers, 

regardless of the printing vendor or brand allowing you 
to deliver self-service printer provisioning to your device 
users. 

As an AirPrint certified server, iPrint even works with your 
current users in Microsoft Active Directory or eDirectory.

iPrint offers several ways to print…
•	 Clients

•	 Desktop clients
•	 App based printing

•	 Clientless
•	 Browser Based
•	 Email based

and several ways to release the job

•	 Browser based authentication
•	 App based authenticated release
•	 ID Card based job release
•	 Email based hold and release

Let’s have a look at some of the features which iPrint now 
offers.

What’s New In iPrint? A New Appliance And Upgrade For OES

by Punya Mall

The iPrint 3 appliance was released in March of this year and brings in much needed features 
with which our customers are looking to enhance their productivity. One of the most important 
features is support for external devices which enable job release with an ID Card. Another key 
feature is to enable any user be it roaming, guest or an internal user to print without a client. This 
means that users can print from Linux devices.  The new print portal brings in lots of fine-tuning 
and controls aimed not just at administrators but also end-users.
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Printing using Identity Cards

With the introduction of printers incorporating card 
access for job release capabilities, organisations with 
existing printers, multi-function or otherwise, without 
this feature were handicapped from using a card based 
release mechanism. This has led to the creation of devices 
in the market that has  enabled this feature for existing 
printers.

One such device is Ethernet 241 from RFIdeas Inc. that 
allows you to use your existing card infrastructure with the 
printing ecosystem. You can find more details on this at  
www.rfideas.com/products/converters/ethernet-241.

This release of iPrint supports such devices, one being 
Ethernet-241 and a second one is the ATC iPrint Reader 
from Apulse Technical Communications. This device 
enables any printer to release jobs using the existing card 
systems of organisations.  Some of the models of the ATC 
iPrint Reader are as follows:

•	 Keypad only model
•	 Keypad + Mifare Reader model (iPrint Support 

coming soon)

•	 Keypad + Proximity Reader model (iPrint Support 
coming soon)

Please reach out to me for more details on these devices.

This provides convenience and simplicity for the end 
user:  an identity card is all that is needed for establishing 
identity and releasing a job.

QuickPrint (Web Printing)

Installing a client for printing may not be suitable 
for organisations with many guests requiring print 
capabilities. Managing a print client is sometimes 
challenging for organisations resource-wise so 
QuickPrint, a web based printing solution, has been 
introduced with this release.  This means you no longer 
require clients or driver installation to print something.

Some of the advantages of QuickPrint are:

•	 Normal, Secure, WalkUp, Direct – printers supported
•	 ACL controlled and audit supported

•	 Driver-less printing
•	 Printer capabilities are fetched dynamically
•	 Users can print from any platform which has a web 

browser
•	 Users will need to login to iPrint Portal to submit jobs 

to secure and WalkUp printers
•	 WalkUp job release through iPrint Release Portal or 

mobile apps
•	 The administrator can enable/disable the feature 

from the Management console

iPrint Portal

For a long time the iPrint Installation page pictured 
below has been the de-facto interface for end-users to 
access printers and install them.

Over the years, several new requirements such as printers’ 
availability/visibility, control has become a standard 
requirement for organisations, which was not addressed 
by our existing IPP page. Some of the challenges faced 
previously are:

•	 Difficult to locate printer in a long list of printers
•	 Administrator cannot show a subset of printers 

such as those printers applicable only to users in a 
particular location/office

Figure 2: The Quick print web page

Figure 3: The Quick print dialog window

Figure 4:  The printer installation page
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•	 Users are able to see all printers despite not having 
access

•	 Search for a printer based on location, type, make 
and description

With this release, we have a new printer portal which 
brings in a new set of controls which can be fine-tuned 
to suit an organisation’s requirements.

Some of the advantages with the new portal are listed 
below:

•	 Find a printer easily.  Users can filter printers based 
on different criteria like – location, printer type, 
model or do a free text search on the name, location 
and description

•	 View printer with ACLs.  Users can login to the portal 
to view only the printers to which they have access

•	 Show subset of printers - the administrator can share 
a pre-filtered set of printers based on locations and 
requirements

•	 Public visibility control.  The administrator can control 
the visibility of printers based on access restrictions

•	 Quick print access control.  Quick print options even 
if visible would not be available for access restricted 
users

•	 Differentiate printers easily. Users can easily 
differentiate the printers like secured versus normal, 
direct, direct secure and WalkUp printers by icons

•	 Share and bookmark Printers.  By creating a search 

filter, admin can share the URL of the subset printer 
list so that users can bookmark and use

•	 Supports Chromebook extension. This page also 
works for Chromebooks.

To access the iPrint Portal in the new iPrint release, just 
specify https://<iprintappliance_IP or hostname>/print

Revamped LDAP Import feature

Furthermore a new and intuitive Directory Servers page 
has been created for managing user/LDAP import. There 
are lots of bugs fixed from our earlier version. 

Some of the new options added are as below:

•	 Option to provide ‘alias’ name for LDAP sources has 
been added. 

•	 Option to view the last manual synchronisation 
results

•	 Distinguishing between eDirectory, AD or Other 
LDAP sources using different icons

•	 Selective deletion of LDAP sources
•	 Supports RFID attribute configuration
•	 Improved error handling

Channel Updates

One of the most awaited features which really helps our 
customers is an update channel.  This brings relief to 
administrators who had to patch all of the Appliances 
using manual methods. Registration to the channel is 
simple and is very similar to the Open Enterprise Server 
registration process.  Some of the features that the 
Update Channel provides are:
•	 All updates are through a registered and dedicated 

iPrint Channel
•	 Includes all necessary patches with a single activation 

key
•	 Scheduled or Manual modes of update

Figure 5:  The new iPrint portal

Figure 6:  Administrator control of printer availability

Figure 7:  The redesigned LDAP configuration page
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•	 Notifies when a new patch is available
•	 View all installed patches 
•	 View registration status
•	 Alert to reboot the appliance post patch installation

Printing from Chromebook

iPrint now provides secure enterprise print services for 
Chromebook users. The extension is available in the 
Chrome Web Store for download. The extension works 
with iPrint Appliance 2.1 or later.

The highlights of the extension are: 

•	 Prints documents to any iPrint-enabled printers, 
anywhere and anytime  

•	 Supports on-premises deployment. Data never 
travels through the cloud

•	 You no longer need any cloud service for printing

WalkUp Printing

Walk-up printing is now available with:

•	 Flexibility to print to any printer:  Allows users to 
print documents to any printer. Even if a printer is 
unavailable, users can walk to another printer and 
collect the printout. 

•	 Simplified User Printing:  Users no longer need to 
install multiple printers. Installing a single WalkUp 
printer will allow the users to release documents to 
multiple printers.

•	 Saves Paper: Users often print and forget to collect 
their documents from the printer. WalkUp printing 
prevents such accidental and unwanted prints by 

putting the job on hold and also automatically 
deletes any dormant jobs. The users can now print or 
cancel the hold job at their own convenience.

•	 Enhanced Security:  Users have to authenticate and 
only then are the documents released. This ensures 
confidentiality of the document is maintained and 
only the owner collects the document.

Email Printing

Any email-enabled device can print 
to any Micro Focus iPrint printer by 
sending the print job in the body 
of the email or as an attachment. 
Administrators can set up a single 
email address for the organisation’s 
printing, or one for each printer.

Printing from Mobile Apps

Micro Focus iPrint provides secure enterprise print 
services for your iPhone/iPad and Android users with a 
simplified and intuitive GUI.  The new enhancements are:

•	 Track and print WalkUp jobs when you are near the 
printer

•	 Supports printing using the iPrint app extension 
(iOS)

•	 Share document from any application and print 
using the iPrint app

•	 Print from any application that supports native 
Android printing.

Apple® AirPrint™ Certified

With Apple Airprint support you can print from any Mac 
or iOS device without installing additional software to 
Apple certified AirPrint printers. For more details refer to 
https://support.apple.com/en-us/HT201311 

Figure 8:  The update channel for iPrint
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Support for Mobile Device Management

iPrint mobile apps now supports Mobile Device 
Management (MDM) solutions with your own device.  

The iPrint Android app can be managed with MobileIron 
and ZMM and the iPrint iOS app can also be managed 
with MobileIron.

One of the other features which is also unique to iPrint is 
Maps which is an end-user self-serviced printing support 
tool for third party accounting products.

So What’s Next!

As we move ahead with multiple releases to support 
our customers, the team is working hard to bring new 
features and support for newer OS’s and technologies 
into iPrint. Some of the things we are working are:

•	 Multifactor authentication
•	 Badge printing support on MFPs
•	 Windows Mobile print
•	 Encryption capabilities
•	 Active Directory administration rights delegation
•	 NFC Tap to print
•	 …and many more!

To know more about iPrint, please visit the iPrint Home 
page at microfocus.com/products/iprint. There you 
will find more details and useful resources to get your 
print solution up and running.  If you have any further 
questions then please feel free to reach out to me at 
Punya.Mall@microfocus.com.

iP
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Punya Shloka Mall is the iPrint Product 
Manager at Micro Focus.  He has been working 
with iPrint for over 7 years. Previously he 
worked on OES and SecureLogin in a number 
of different roles.  A self proclaimed geek his 
passions in life are long distance drives and photography.

Source:  Rob Knight, SUSE, Keynote presentation at OH Summit, Budapest, 2017.
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As usual the main OH Summit was 
preceded by the Partner Round 
Table and followed its usual three 
session format to provide time for 
‘chalk and talk’ on Collaboration 
(Mike Bills, File & Networking 
(Ed Shropshire) and Endpoint 
Management (Jason Blackett), 

Hot-Labs 

The core of the OH Summit is 
of course the Hot-Labs.  There 
were 6 tracks this year covering: 
Collaboration (x2), Endpoint 
Management, File and Networking, 
Linux and Security.  

The most popular labs were the 
ones looking forward to the new 
GroupWise release, the Deploying 
and Managing Windows 10 with 
ZENworks 2017 Endpoint lab and the 
Filr Best practices and Passwords are 
past it labs.  To illustrate that Summit 
attendees are also keen to learn 
about new technologies; the Docker 
lab (given by Martin Weiss) was also 
very well attended. 

For the first time the Summit offered 
a complete Security track, focussing 
on the Identity, Access and Security 
product suite from Micro Focus.  
Many thanks to David Mount and his 
team for their support in getting this 
track off the ground.  

We are also grateful to Raymond 
Meijll and Andreas Fuhrmann 
for their Revealing the Mysteries 
of Identity Manager Hot-lab and 
to Peter Coull and Heinz Berger 
for their introduction to Access 
Manager and SecureLogin. It was 
gratifying to see that the five labs 

were well attended.  It indicates that 
the Summit is diversifying out from 
its core interests in collaboration.

Keynotes  

The Micro Focus keynote was 
presented at the conference dinner  
(great food!) by Ken Muir.  Ken is still 
running GWAVA but is now a key MF 
executive.  He reviewed progress in 
the last year and hinted at things 
to come when the HPE merger is 
complete.  Micro Focus will become 
a world leading software house with 
approaching 20,000 staff. 

At Tuesday lunch David Mount 
spent his keynote on discussing the 
implications of the new EU wide 
General Data Protection Regulation 
which comes into force in late May 
2018 and has worldwide reach and 
implications.  Any organisation 
processing data on European 
citizens is bound by it.  Micro Focus 
with their armoury of security 
solutions are well placed to protect 
organisations and keep them 
compliant.

Wednesday was the turn of Rob 
Knight to present the SUSE keynote. 
In a wide ranging presentation he 
tracked from where SUSE are now 
to where they are heading;  MicroOS 
for containers, working with 
Kubernetes and Open Stack are all 
primary areas of development.

This year the business track was very 
well attended with standing room 

only in some sessions. The focus 
groups and partner sessions also 
provided a wide range of subject 
matter.

Another innovation at the Summit 
this year was the hosting of the 
Micro Focus Customer Advisory 
Board meeting led by Tarik Baki, 
Senior Manager for Customer Care 
at Micro Focus.  This was another 
pre-conference half-day session 
for customers to learn about the 
top support issues in the area of 
GroupWise, ZENworks and OES. It 
was a great success. 

In terms of feedback from the 
delegates – the vast majority of 
delegates rated the labs as excellent 
or good, which reflects the hard 
work in preparing the labs by 
the speakers – thanks to you all. 
Delegates were also impressed 
with the networking opportunities 
with speakers, sponsors and other 
attendees as well as the overall 
Summit atmosphere.  Thank you 
everyone. 

People left Budapest in good heart 
and looking forward to the event 
next year.  “Still the best conference 
in the Micro Focus ecosystem” was 
one comment made.  “Brilliant 
technical sessions and networking 
opportunities!  I’ll be back” and  
“Incredibly cool event with lots of 
facts, friends and fun!” were others. 
You get the idea.  

See you next year!

The Open Horizons Summit 2017

April.  Budapest. It has to be the Open Horizons Summit.  Indeed it was another record breaking 
event as over 220 Micro Focus staff, partners and customers came together for the largest 
event in the MF calendar.  People came from 28 nations around the world; including Australia, 
Taiwan, Saudi Arabia  and for the first time Argentina.  Walter Lucero, Walter Diana and Claudio 
Fernandez from Baynet Solutions in Buenos Aires took time from their busy work commitments 
to attend the Summit they have heard so much about.  Budapest does not disappoint!
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Ken Muir delivers his keynote:  “I’m  Micro Focus now”

Partner Round-table.  No round tables!

”I tell you - the bill was this big”

The three amigos from Argentina

sssssh.  Hot-lab in progress

Worthy winners of the quiz
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Few people in the GroupWise 
community will not have come 
across Danita – the GroupWise 
Goddess no less – and recognise 
her for her product expertise.  
Her upgrade guides and 
recommendations (available from 
www.caledonia.com) are essential 
for any administrator faced with 
those tasks.  Open Horizons 
Magazine got to speak to her at the 
recent Open Horizons Summit in 
Budapest.

OHM:  Wonderful to meet you here 
in Budapest, Danita?  Isn’t it great to 
see so many GroupWise and Micro 
Focus solutions enthusiasts together 
in the same place?

DZ:  I’ve been so happy to see 
everyone together! It’s been a few 
years since I’ve been able to attend 
a GroupWise event, and this one 
seems to be truly exceptional.  I’ve 
been especially happy with meeting 
new folks from Micro Focus, as well 
as seeing a lot of “old” friends.

OHM:  You’ve been co-presenting 
with Scott Clayton on the features of 
the GW client.  What do you see as 
the most significant enhancements?

DZ:  Scott and I did a live 
presentation on the many new 
features of the GW client.  Some 
of the best enhancements in my 
mind have to do with making 
what is important to the user more 
noticeable. Remove the clutter 
and put settings closer to the 
user for immediate changing and 
customisation.

OHM:  Do you think most users 
realise or use many of the features?  
Do people these days want a simple 
email client or a productivity tool 
with a Swiss army knife package of 
facilities?

DZ:  There are obviously two 
different types of users that fit 

into each of the categories you 
have mentioned, but I’ve found 
that GroupWise users seem to 
demand more of their email client.  
Having admins in our workshop 
was encouraging, because if we 
can impart to the admins what the 
best features are, they can facilitate 
getting this info to the users at large!

OHM:  The email market has 
changed significantly over the 
last two decades.  If you could go 
back to the year 2000 what would 
be your advice to the GW product 
management team of that time?

DZ:  The biggest changes I’ve seen 
have to do indeed with increased 
technology.  As a Mac user, I’m 
biased no doubt, but I see the lack 
of a full-featured Mac client as very 
short-sighted.  

Also, with the move to cloud 
storage, especially of documents, 
having a way to send “attachments” 
that are simply a link to a storage 
location is being done by some 
of the smallest of email client 
providers.  I think these would be 
good areas to focus on.

OHM:  You’ve assisted countless GW 
administrators over the years, either 
through consultancy or through 
your publications.  What are the 
most common mistakes and mis-
understandings that people make 
regarding GroupWise?  

DZ:   I think, unfortunately, most 
people take GroupWise for granted.  
It’s always there, works fairly 
effortlessly, and is easy to “overlook”.  
There have been numerous times 
when a client has chosen to move 
to another email platform only to 
say “I didn’t know this was a feature 
unique to GroupWise” when either 
the users or admins start grumbling.  
Taking GroupWise for granted seems 
to be a common issue.

OHM:  3 good, 3 bad.  What are the 
best and worst bits of GroupWise?

DZ:  Well for the good points:  
1.	 GroupWise Mobility Service – I 

don’t know anyone who doesn’t 
love it.  

2.	 Stability – I rarely hear of a GW 
system being down for more 
than an hour or two when 
disaster strikes.  I can’t say this 
for other platforms.

3.	 Easy upgrade, not requiring 
client changes – admins can 
keep the back-end up-to-date 
without needing to upgrade all 
components at the same time. 

Bad:	
1.	 No Mac Client
2.	 Somewhat fragile archives
3.	 Easy upgrade, not requiring 

client changes! - oh I’ve already 
said that under good – but it’s 
easy to assume that GroupWise 
isn’t “Changing” when the 
desktop doesn’t change. And 
many admins tend to think of 
their convenience, rather than 
looking out for the long-term 
viability of the product in their 
organizations.

		

In Conversation With Danita Zanré

“...most people take 
GroupWise for granted”
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OHM:  Micro Focus have 
continued to invest in GroupWise 
development (although we always 
think it deserves even more 
resources).  What does your crystal 
ball indicate about GroupWise 
over the short and medium 
term, especially with the GWAVA 
purchase?

DZ:  As a GroupWise enthusiast, 
I truly want to see a good future 
ahead.  I believe that it’s important 
for Micro Focus to be more visible.  
There is nothing inherent about 
GroupWise that should make 
it a less viable option that its 
competitors.  

I’ve been hearing talk of the 
“demise” of GroupWise for almost 
as long as I’ve supported it, but 
it seems to keep on keepin’ on.  
It can’t do that forever though 
without a strong commitment 
by management to give it the 
resources it deserves.  So, I’m 
cautiously optimistic.

OHM:  In your view is it essential for 
GroupWise to sit in the middle of a 
suite of products such as Vibe and 
soon Uinta?  

DZ:  I’m not so sure.  We’ve seen 
so many “satellite” programs come 
and go over time, but GroupWise 
remains the core, and continues.  

OHM:  Danita – many thanks for 
your time today and for sharing 
your thoughts. Please enjoy the rest 
of the OH Summit and we hope to 
meet up with you again soon.

“GroupWise Mobility 
Service – I don’t know 
anyone who doesn’t 

love it”

Attendees at the Open Horizons 
Summit were privileged to be a 
part of the first public showing of 
Uinta, the new social messaging 
application which is in development 
by the Micro Focus Collaboration 
team.  All attendees were provided 
with a login to the Uinta server (run 
from Provo) and able to check it out 
and comment.  

In truth the user interface at the 
time was very basic with the ability 
to create rooms (which could be 
private or made public); make 
comments and contribute to 
discussion threads.  

As it was such an early trial we were 
able to feed back many ideas on 
usability and functionality which 
we hope will be incorporated into 
version 1 of the product, expected 
later this year.

Uinta is intended as a modern social 
messaging addition to GroupWise, 
to which it will be closely integrated, 
with a web only client for the 
desktop.  However mobile clients 
will be available.  While no Android 
app was available for testing at this 
point an early version of the Apple 
app was on show, which looked 

solid, attractive and easy to use, but 
with no stand-out points.

Uinta is based on core Vibe 
infrastructure and will be closely 
integrated with GroupWise.  It is 
too early to say what the server 
requirements will be and how many  
users a server may support, but it 
should support at least as many 
users as a typical Vibe server.

It remains to be seen how its use 
and role will be distinguished from 
GW Messenger which will be also 
closely integrated with the next 
release of GroupWise.  Making Uinta 
available to external users as well 
will be a great benefit to GroupWise 
users who wish to converse with key 
customers.

Uinta enters a highly competitive 
messaging market place but it 
should become established as the 
application of choice for GroupWise 
houses.

Many thanks to Mike Bills, for 
agreeing to the trial and to Kevin 
Crutchfield and Glen Christensen for 
organising the build and running 
the trial throughout the Summit.  
Keep up the great work!
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Figure 1:  The Uinta UI was basic as the functionality is still being developed

Micro Focus Uinta Trial
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Another common problem that I have, and that we 
have heard from numerous end-users, is that running 
a VPN on mobile devices is inconvenient and often too 
forgettable. For me this often means that I’ll VPN in to 
access a resource that came in from a link in my email, 
access the link, and then forget to logout. This means 
that I’m now sending all of my personal browsing traffic, 
movie streaming, and more through the company’s 
network. This uses valuable corporate bandwidth and 
could possibly put the company at risk.

Introducing ZENworks Mobile Workspace

ZENworks Mobile Workspace is the newest member of 
the Micro Focus Endpoint Management portfolio and 
offers a great way to solve this problem. This solution 
provides an easy method for users to get access to what 
they want, without the complexity and inconvenience 
that traditional mobile device management and email 

access methods often 
introduce. 

ZENworks Mobile 
Workspace is a mobile 
application that you can 
install on your iOS (v9+) 
or Android (v4+) mobile 
device that sets up an 
encrypted workspace on 
the device that contains:

•	 Corporate email, 
calendar and contacts 
hosted on Micro Focus 
GroupWise, Microsoft 
Exchange, Office 365 
and even Lotus Notes. 
(See figure 1).  A built-
in viewer for Office and 
PDF files enables users to 

review items they receive in their email or that are 
accessible via their documents repository.

•	 Files from corporate file repositories such as 
SharePoint, CMIS or even Windows File Shares. In 
future releases, we expect integration between Filr 
and ZENworks Mobile workspace.

•	 A secured corporate web browser that can be used 
to securely access corporate web applications and 
intranet web sites without the complexity and 
forgettability of VPN.

With this solution end-users utilise their LDAP 
username and password to access the workspace, 
once authenticated they have access to anything in 
the workspace. The workspace data store is securely 
encrypted using banking-grade encryption to prevent 
unwanted access. 

As figure 2 indicates, device administration is web-based 
and configuration is ‘over the air’.  Users can enrol the 
device with the workspace server and gain access with 
nothing more than an email that includes the enrolment 
URL. 

Securing Personal Mobile Access With The ZENworks Mobile Workspace

By Jason Blackett

If you are anything like me you have a number of mobile devices that you use in your day to day 
life. If your company is anything like ours, they are concerned about the security of their corporate 
data. In order for me to access my corporate data I’m asked to enrol my device into the corporate 
mobile device management system. As a consequence of this enrolment, the company forces me 
to use a complex password, requires that I allow them the privilege of wiping the device, and may 
also implement policies that restrict my mobile experience.  As an end-user, I’m not particularly 
happy about this because it makes my life more difficult. For many of my co-workers it means they 
choose not to enrol for corporate email on their devices, which means that the company loses out 
on the value that comes with the user having access to the data from anywhere. 

Figure 1:  Corporate email accessed 
through the mobile workspace.

Figure 2:  Corporate administrators implement what is available 
through the mobile workspace .
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All communication between the agent and the server 
is encrypted, both at the data level and over the HTTPS 
transport.   The workspace doesn’t rely on the underlying 
OS for encryption. Instead it uses dedicated, banking-
grade encryption for local storage.

In future releases, we’ll even have an SDK that makes 
it easy to integrate your own mobile applications, to 
ensure that custom applications can benefit from the 
power of the workspace security and access capabilities. 
With ZENworks Mobile Workspace, the corporate 
administrator can easily implement rules that can control 
important security settings such as:

•	 Which aspects of the workspace are available to a 
user – email, calendar, contacts, documents and 
browser. (See figure 2).

•	 Whether corporate data is allowed to be cached to 
the encrypted data store on the local device.

•	 Timeouts related to inactivity and access of the 
workspace.

•	 Configuration related to URLs that the secure 
browser will allow access to. (See figure 3).

With powerful contextual rules, you can also add 
capabilities to limit corporate access based on work 
schedule, location, jailbreak status and more. Of course, 
no solution would be complete without the ability to 
ensure data is wiped if the device is misplaced or the user 
leaves the company.

ZENworks Mobile Workspace also provides a very simple 
application store that allows you to distribute important 
corporate applications from either the public application 
stores, or can be used to distribute your own in-house 
applications.

In the event that an employee loses a device or leaves the 
company, you can wipe just the workspace and prevent 
access to your sensitive corporate data.

ZENworks Mobile Workspace is currently available for 
purchase as either a subscription or as traditional license 
with maintenance on a per-user basis. Please contact 
your local Micro Focus partner or sales representative for 
more information. To evaluate the workspace, sign up 
today at https://www.microfocus.com/products/zenworks/
mobile-workspace/trial/

Figure 3:  Corporate control of  the secure browser.
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Jason Blackett is the Product Line Manager 
for Endpoint Management at Micro Focus. He 
joined Novell over 20 years ago and has been 
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since it was first introduced. His passions 
include cooking, his six children and ZENworks.
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Enterprise iOS Management 
Capabilities

ZENworks 2017 introduced mobile 
management capabilities natively 
integrated with the ZENworks Control 
Center and the broader ZENworks 
architecture. With ZENworks 2017 
Update 1 we are introducing a 
number of capabilities that extend 
on what we had there to ensure 
you have truly enterprise grade 
iOS management. This includes the 
following key capabilities:

•	 Support for Apple Device 
Enrollment Program (DEP) 
devices

Apple’s DEP program is a great 
solution for corporations that 
want to order hardware and have 
it automatically enrolled with 
the corporate MDM servers. With 
ZENworks 2017 Update 1 companies 
can uploaded their DEP token and 
allow Apple DEP devices to be 
automatically provisioned against 
ZENworks 2017 Update 1 servers. 

This means that the company can 
be assured that the device can be 
controlled by ZENworks right out of 
the box, without further assistance 
from the IT organisation.

Note: Apple’s DEP requires that you 
purchase devices directly, or from a 
DEP reseller, and that you be signed 
up for the DEP program. Devices not 
purchased through DEP cannot be 
managed using this capability.

Once you’ve added your DEP 
token to the system, ZENworks will 
automatically discover any DEP 
devices that you have linked to the 
server. The next time any of those 
devices are wiped, the user will be 
required to enrol with ZENworks as 
part of setting up the device.

•	 Support for Supervising Devices 
through DEP or Apple Configurator

When configuring Apple DEP 
devices, you can automatically 
supervise the devices over-the-air. 
This eliminates the need to attach 
devices to a MacOS device via USB to 
supervise them. 

In addition, if you have devices that 
are not enrolled with DEP you have 
the ability to integrate ZENworks into 
the Apple Configurator supervision 
process with just two clicks.

Enhanced Device Control Policies for 
Supervised Devices

For devices that have been supervised 
via DEP or Apple Configurator you 
can now apply all of the Apple Device 
Control policies available through 
the MDM API through the improved 
Device Control Policy (as shown in 
figure 2). You can easily identify the 
settings that require supervised 
devices and those that do not.

The Evolution Of ZENworks – ZENworks 2017 Update 1

by Jason Blackett

When we released ZENworks 2017 in January 2017, we committed that the release cadence of 
ZENworks would be changing.  Instead of new feature releases every 18-24 months, we told you, 
you would see new releases every 4-6 months.  I’m pleased to report that we are on track to deliver 
the first update to ZENworks 2017 in June 2017. Update 1 provides a host of new capabilities that 
we think you will find valuable across the portfolio.  The most notable of which are covered in the 
rest of this article.

Figure 1:  Listing Apple DEP devices.

Figure 2:  Specifying  mobile device policies.
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Application Configuration

For applications that support configuration via the iOS 
MDM API, ZENworks 2017 Update 1 now allows you to 
add the key-value pairs or plist files right to the bundle. 
This means that you can push out applications like Micro 
Focus Filr or iPrint along with their configuration. This 
makes it easy to distribute application configuration such 
as server URLs, usernames, etc. 

Additionally, ZENworks 2017 allows you to use ZENworks 
system variables to pass data into both application 
configuration and iOS profile bundles.

Full support for UEFI/GPT Devices in ZENworks Full 
Disk Encryption

As the hardware world transitions from BIOS / MBR based 
system architectures to UEFI/GPT based architectures 
it is critical that ZENworks Full Disk Encryption be able 
to support that. ZENworks 2017 Update 1 features 
full support for encrypting this newer hardware 
configuration. 

While there is no significant change in configuration, 
the underlying FDE environment has been updated to 
support UEFI / GPT as well as a number of other hardware 
enhancements.

For more information on ZENworks Full Disk Encryption 
enhancements, check out Darrin Vandenbos’s recent post 
on http://www.novell.com/communities/coolsolutions. 

Support for IPv6 Networks

Another important capability of ZENworks 2017 is 
support for IPv6 networks. This allows you to have 
managed devices connecting to their management 
servers over IPv6. As the world runs short on IPv4 
addresses and IPv6 becomes more popular you can 
rest assured that ZENworks is ready to support you. 
This support also means that customers wishing to use 
Microsoft DirectAccess to provide secure remote access 
to their end users devices, can use ZENworks.  (Figure 3)

It is important to note that out of the box, IPv6 support 
is disabled. This is because most networks today are not 
already configured to use IPv6. If you wish to use IPv6 
then you will need to set the IPv6 setting at the zone 
level or at individual servers as you IPv6 enable them. 
This then causes the Primary Servers to include their IPv6 
addresses in the closest server lists returned to the agent.

Bundle / Inventory Integration Reporting

Over the years one of the important things we’ve heard 
from customers is that they want an easy way to determine 

when software has been installed outside of ZENworks. 
ZENworks 2017 allows you to quickly link ZENworks 
bundles to Inventory products and then to create reports 
that tell you whether a particular installation was the 
result of a bundle installation or not (see figure 4). 

This capability also forms a foundation for us to build 
ZAM based license enforcement in subsequent updates 
of ZENworks 2017.
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Figure 3: Support for IPv6 has been added.

Figure 4:  Inventory reporting improvements.

Figure 5:  End user pinning improves productivity and application 
visibility.   
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ZAPP End User Application 
Pinning

ZENworks 2017 Update 1 also 
provides new end user pinning 
capabilities as well as several small 
usability enhancements to the 
ZENworks User Application. End user 
pinning (illustrated in figure 5) allows 
the end user to take applications 
delivered to the ZAPP Window and 
pin them to the start menu, desktop 
or taskbar. This allows the user to 
more quickly and easily access 
applications that they use on a 
regular basis.

The ability to pin applications can 
be controlled by the ZENworks 
Administrator through a setting in 
the ZENworks Explorer Configuration 
Policy. 

Installing ZENworks 2017 Update 1

As with all future updates, the 
ZENworks 2017 Update 1 release 
will be delivered as an update via 
ZENworks Control Center or via 
the patch download page. If you 
have already updated to ZENworks 
2017, this makes it a simple matter 
of deploying the system update to 
update your servers and agents. With 
the improved System Update status 

application, you can monitor the 
updates of all of your servers from 
an easy to use web page, as shown 
in figure 6:

Once the update on the servers 
is complete, then you can easily 
deploy the updated agent through 
ZENworks Control Center as quickly 
or as slowly as you need.  

As I indicated at the start, this article 
covers the highlights. There are a 
number of other smaller features 
including official PostgreSQL 
support, WinPE based imaging from 
ZENworks Imaging Servers, and 
more has been added. Please make 
sure to check out the official release 
notes for all of the latest and greatest 
details. 

We hope you like what you are 
seeing, and we are committed to 
continuing to more quickly deliver 
high quality capabilities as we move 
forward.

Bundle Commander
Windows Application Deployment Made Easy

www.bundlecommander.com
info@bundlecommander.com

EvaluateBundleCommandernow!

Create
Windows bundles

for 
ZENworks

Built-in Setup Store
for most

common setups

SIMPLE
FAST

INTUITIVE

UNLIMITED NUMBER OF
CONFIGURATION WIZARDS

Download in the
Setup Store

Figure 6:  Monitoring server update is made simple with a new system update 
status summary page.   

Jason Blackett is the 
Product Line Manager for 
Endpoint Management 
at Micro Focus. He joined 
Novell over 20 years ago 
and has been involved with ZENworks 
from the very start. 
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Micro Focus Service Desk 7.4 Released.

Micro Focus Service Desk 7.4 was released in May, writes 
Sharad Vasista. This is an important update because it 
enables key integration capabilities with ZENworks 2017 
and provides several core enhancements we’ve received 
since the release of 7.3. These include:
•	 Support for iOS bundles. Service Desk 7.4 allows 

you to import iOS and VPP bundles and list them as 
items in the store. This allows users to self-request 
iOS applications as well as log Service Requests and 
Incidents related to these.

•	 Import of Mobile Devices. The ZENworks integration 
module has also been updated to support importing 
mobile devices that have been enrolled with 
ZENworks 2017. This allows users to quick find their 
mobile device when requesting assistance.

•	 Improved store workflow. Service Desk 7.4 makes it 
possible to have both Success and Failure states in 
the store workflow when automated assignments 
are being used. This is something we heard from a 
number of you that wanted to use the store to allow 
self-provisioning of ZENworks bundles so that if the 
assignment failed, the store request could be put in 
a state that would cause the service desk to follow-
up.

•	 Item linking. When service requests come in, you 
often need to assign new items to a particular user. 
For instance, if someone put in a store request for a 
new iPhone, you will need to add that user as the 
owner of the new iPhone. Service Desk 7.4 provides 
a two-click way of making that assignment straight 
from the service request.

Service Desk 7.4 is a relatively small, but important 
update. In addition to these key new capabilities, it 
includes a number of customer reported defect fixes. 
We recommend that if you are using Service Desk in 
conjunction with ZENworks 2017 you update today!

Micro Focus Desktop Containers 12.1 
Released! Turbo updated!

Micro Focus Desktop Containers and Turbo have both 
been recently updated, writes Jason Blackett.  They include 
several cool new features that are worth checking out:
•	 New and improved template wizard. The new 

template wizard in both MFDC and Turbo leverage 
the Turbo.net hub. This means more frequent 
updates, and if you are Turbo user, it means you 
can build any of the applications in the repository 
straight from Turbo Studio.

•	 Studio initiated clean container packaging. The 
new version of both MFDC and Turbo Studio allow 
you to use clean container packaging to more easily 
repackage applications into containers. With this 
new capability, a virtual empty windows installation 
is used to package the application so that in most 
cases you don’t need to maintain a separate 
Windows VM for packaging.

•	 Simplified network security. Turbo Studio now 
allows you to manage security restrictions, instead 
of requiring the CLI to do so.

•	 On-premise Hub. Turbo customers can now install 
a local on-premise version of the hub server. This 
allows you to deliver all of the value of the Turbo.
net hub directly from your site, rather than requiring 
access to the cloud based hub. This also facilitates 
follow me settings for applications being launched 
from the Turbo CLI or Turbo plug-in.

•	 Portable Applications. Turbo customers now have 
the option to package the Turbo plugin directly 
into the containerised application, resulting in an 
EXE file that can be used to launch the application 
from anywhere while allowing for capabilities such 
as automatic registration, automatic updating and 
follow-me settings. This capability requires the 
deployment of the on-premise hub or end-user 
access to the cloud based Turbo.net hub.
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How Do You GroupWise?

by Mike Bills 

Did I use GroupWise as a verb? I did! Verbs 
indicate action and I wanted to make a point 
that GroupWise is action software. You use it 
to communicate, organise tasks, keep track of 
appointments, manage contacts etc… So I am 
asking, how do you GroupWise?

How you GroupWise is one of the things that is at the 
top of my list to improve. Ask the engineering team, we 
are always talking about how you GroupWise and how 
we can improve your GroupWise experience. One thing 
I hear over and over when visiting customers is that 
their end users felt the client is old, no improvements, 
felt dated etc… I don’t understand that. We update the 
client, add new features, improve functionality with each 
release. 

So why was this the perception of GroupWise? My user 
experience with GroupWise was vastly different from 
what was being reported to me. Then I started visiting 
with end users and I saw the problem. So many of our 
users GroupWise today the same way they would 
GroupWise with 6.5!

After asking a lot of questions I found there were a lot of 
reasons for this. Some users were comfortable with it. I 
get it, change can be difficult. Some users didn’t know it 
could be changed or even that GroupWise had changed! 
Some administrators didn’t want change, that meant 
help desk calls. I understand that, but in the long run we 
make the problem worse. Users actually want change 
and are used to change and if we don’t give it to them, 
they get a negative feeling about the software.

So how many of you GroupWise the same way as you did 
with GroupWise 6.5? I went and dug up an old screen 
shot of the client from back in the 6.5 days to make a 
point. Here’s what it looks like - remember?

To give this context, this is a 2003 client. Since then 
GroupWise 8, 2012, 2014, 2014R2 have all shipped and 
they all have numerous versions of the client for those 
releases. Now lets take a look at the default GroupWise 
2014 R2 SP2 client.

Here I am going to demonstrate 5 quick steps to change 
how you GroupWise. Keep in mind these are personal 
preferences and they may not be for everyone. Take from 
this what works for you, but I do encourage everyone to 
try some change. Move that Cheese!

1- I like to change the colour 
scheme. I personally like 
cooler colours. This is simple to 
change. Follow these steps:

•	 From the Tools menu 
choose Options 

•	 Double-click on 
Environment 

•	 Click Appearance 
•	 Under GroupWise Color 

Schemes – Pick one.           
(I like Sky Blue) 

•	 Choose OK 
This brings a subtle difference, 
but it works for me. 

2- The next thing I like to do is to only display the folder list on 
the left. Some people love the favourites and their separate 
calendar list. I see the value, I am just telling you what I like. 
To remove those from your view, follow these steps.

From the Tools menu choose Options:
•	 Double-click on Environment 

	 Click Appearance 
•	 Under Display Folder List Uncheck: 

	 Favorites Folder List 
	 Simple Folder List 

•	 Check the following: 
	 Full Folder List
	 Long Folder List

•	 Choose OK 

I feel that I get more ‘real estate’ in my client with these 
settings. With the cabinet expanded there is space to view 
many other folders  I know I am taking the scenic route here. 
I do want to show these settings one at a time so individuals 
can pick and choose what they want to see.
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3- I like to change a few settings in the mailbox view. I like to change the sort order; 
I like to group emails by when they were received, and I like to see a preview. To set 
this up, follow these steps:
•	 In the Mailbox, click on Date to sort in descending order 

•	 This is really a personal preference. I like new on the top. Others like a first 
in/ oldest at the top 

•	 From the View Menu- Select Display Settings. 
•	 From Display Settings check/enable 

•	 Show Group Labels 
•	 Message Preview 

This gives you a significant change in the view of GroupWise. To me it is no longer 
just a list of emails. I can see the individual emails better. I get a nice two line preview 
of the message. They are grouped together from when I received them. I like the 
newest at the top, especially when grouped together.

4- I like to enable the quick viewer. It’s simple and easy to do. Follow 
these steps:

•	 From the Tools menu choose Options 
•	 Double-click on Environment 
•	 Click Appearance 
•	 Check Display Quick Viewer and select the option for Quick 

Viewer at Right 
•	 Click OK 

For me, this setting makes a world of difference. I no longer have to 
double-click emails to bring them up. I can select them right in the 
mailbox and quickly read them and more importantly take action 
on them.

If you are using photos in your address book you also can see a nice 
visual photo of who the email is from. This looks great!

5- The last step for me is how to change the order of the 
icons on the toolbar. I try to organise them how I am likely 
to use them and group them into categories from left to 
right. Just follow these steps and then look at my end 
result carefully:

•	 Right click somewhere on the Toolbar and choose 
Customize Toolbar 

•	 Under Toolbar button style – Select Picture and text 
•	 While the Toolbar Properties dialog is up you can 

rearrange icons on the toolbar 
•	 Click on any Icon in the toolbar and drag it to the 

position you would like 
I like to drag New Mail to be the first Icon on the left, 
followed by New Appt and New Task 
•	 If you want to remove an Icon, click it and drag it off 

the toolbar 
I always remove the print calendar icon. I find I never 

print my calendar because I always have it with me on my 
mobile device. 
•	 If you want to add an icon, from the properties box 

select it and drag it onto the toolbar. 
I like to add the Delete, Reply, Reply All & Forward. I also 
add the Refresh or Send/Retrieve Icon because I generally 
run in caching mode 
•	 When you are done configuring your toolbar, click 

OK 
•	 You can even configure the toolbar in the Quick 

Viewer window.   Right click on that toolbar and 
choose Customize Toolbar 

•	 I like to set the Select Picture and text option here 
as well. 

•	 Make any other changes you like, when done click 
OK. 

So this is what my client looks like after the toolbar 
changes.
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There are some differences. You can see improvements 
and changes in the default client. Overall, I get it why end 
users were complaining. It is largely similar. So how did 
this happen? Why with so many updates over the years 
does it appear that the client hasn’t changed?

Moving the Cheese 

I have a general feeling that we listened more to 
administrators and less to the end users. We weren’t 
ignoring either side, but we certainly had a better 
relationship with administrators. I don’t want to change 
that, but I do want to focus on the end user experience. 
One thing we were told in regards to the client was the 
equivalent of “Don’t move the 
cheese!”  Meaning, don’t change 
the user experience because we 
don’t want the help desk calls. 

That has backfired to some 
extent and now users feel like 
there are no new features in 
GroupWise, where there are hundreds of them!  This 
feeling is probably creating more headaches and calls 
and complaints to the help desk than not “Moving the 
Cheese.”

Now we have identified the problem, how do we solve 
it? Well on the previous page is how I GroupWise. My 
client that I use every day looks very different from the 
old default, but those are my personal favourite settings. 
These are things you can do today and start to GroupWise 
differently.  Hopefully some of you already GroupWise 
this way, for those of you that don’t you can do this today 
and try it out. Now how do you GroupWise?

We haven’t even gotten into all the flagging, alarms, and 
quick action items. I will save those for another time.

One final thing, at the start of this blog I told you there 
were things you could do today to improve your client 
experience, I have shown you those. I also mentioned I 
wanted to address how we solve these in the future.

With the release of GroupWise 18 (“Wasatch”) I have asked 
the client team to “Move the Cheese.”  I want a lot of these 
settings to be the default when updating to the 18 client.  
I want your support in doing so.  I know it can change the 
client and you can have a learning curve, but our users 
see that all the time and they need to see the updates and 

have these features enabled. In 
the long run it will be better!

In addition to changes to the 
default client, you will see 
more user friendly methods 
of changing settings, getting 
previews of your changes before 

you commit, and changing them back if you decide you 
don’t like them. I will show you those when we get into 
Beta in the next month or so.

Have any great tips for how to GroupWise? Please share 
them with us!
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With the release of 
GroupWise 18 I have asked 

the client team to “Move 
the Cheese.”

“

Mike Bills is the Product Line Manager for 
Collaboration at Micro Focus. He started his 
career as a GroupWise Support Engineer before 
moving into the education team devising the 
ATT GroupWise training course.  He has also 
worked on the ZENworks and NetIQ range of products.
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Activating the integration

Getting GroupWise to work with 
Micro Focus Filr is very easy, and 
is enabled from the GroupWise 
administration console. Select the 
Domain, Post Office, or User for 
whom you want the Filr integration 
enabled.

•	 Go to Client Options > 
Integrations > Micro Focus Filr 
and select Enable Micro Focus 
Filr (see figure 1).

•	 Enter the URL for your Filr server 
in the following format:

	 https://server_ip_or_dns:port
•	 (Optional) Select Force storage 

of attachments in Micro 
Focus Filr and choose Store 
all attachments or Store 
attachments larger than xx MB.

Using Filr to Manage Attachments

Once Filr is enabled in your system, 
you can use it to store email 
attachments, these are stored in a 
GW Attachments folder in My Files. 

When you send a message with an 
attachment, that is stored in Filr they 
are automatically shared with the 
recipients. You can Use the following 
methods to manage your GroupWise 
attachments in Filr:

When adding attachments to an 
item, select Filr reference in the 
bottom left corner. You can then 
select a file from Filr to attach to the 
item (see fig. 2).

After first clicking on the Filr 

reference the user will be presented 
with a Filr login dialog box, (see 
figure 3, next page) even if the user 
has the Filr desktop application 
installed and is already logged in on 
their workstation. 

Mike Bills, the GroupWise Product 

Manager stated on NGWList that:

“Right now the integration is server 
side, and not client side.  Meaning that 
we communicate from GroupWise to 
the Filr server and not with the Filr 
client on the workstation” 

GroupWise and Filr integration

by David Krotil

GroupWise 2014 R2 SP2 has arrived with an interesting new feature which integrates GroupWise 
with Filr, which provides better management of attachments.  Every major email provider has 
similar functionality, Google with Google Drive, Microsoft with One Drive and so on.  This article 
will look at how the integration works and what needs to be done to make it better: it is a first 
version after all. 

Figure 1:  Options dialog in GroupWise admin console

Figure 2: In the Add Attachment dialog there is now a button named Filr Reference.

Archiving 2.0
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 social media
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After login, the user can choose an 
existing file from Filr, create a folder 
or upload files as shown in figure 4. 

When adding an attachment to an 
mail item, you can right click on the 
attachment and select Upload to 
Micro Focus Filr to automatically 
upload it to Filr.

If your administrator has forced 
attachments to be sent through Filr 
(see figure 1), using a size limit or 
by just having all attachments sent 
through Filr, you receive a warning 
option upon sending an attachment 
that is not in Filr and the attachment 
is automatically uploaded to Filr 
when the item is sent.

Using Find, you can select Micro 
Focus Filr and the Find will search 
through your Filr files as well as your 
GroupWise items.  

You can save received attachments 

to Filr in the File > Save menu. To 
open a Filr reference in an item, right 
click on the reference and select 
View in Micro Focus Filr.   This will 
open a Login to Filr dialog box and 
after successful login to the Filr 
web interface, the attachment is 
than viewed with the help of Filr’s 
document viewers.

As you can imagine the Find option 
is very handy. Users can now search 
all files in Filr to which they have view 
rights from within GroupWise.

Future developments?

This new functionality has got 
GroupWise administrators thinking 
seriously about how this integration 
can be further developed.  This first 
iteration of the integration is a good 
start, but during the implementation 
administrators should be aware of 
some important “features” that have 
led to discussions between NGWList 
members and myself.  

1.	 Firstly, when you send an 
attachment using Filr, recipients 
need to already have a Filr 
account or they will be forced to 
self-register.  
One suggestion is that the 
default should be a public link 
with the option on the user side 
to send confidential files with 
authentication to Filr ( which is 
currently the default and only 
option). 

2.	 Secondly, when you force users 
to store attachments in Filr, 
make sure you have a good 
backup strategy because now 
your email attachments are in 
Filr and currently Reload and 
Retain don´t backup or archive 
these attachments. 
My suggestion is that before 
enabling the integration have in 
place a working backup strategy 
for Filr.  If you have Retain then 
wait - I have already reported it 
to the Retain support tech team.

3.	 A recipient of an email with a Filr 
attachment reference receives 

two emails; one with the 
invitation to access the file and a 
second one with the link to the 
file placed on the Filr server. As 
pointed out by Marvin Huffaker 
on NGWlist, when a new user 
gets a link, there can be some 
confusion as to what they are 
supposed to do. They receive 
the email from the sender with 
the link, and then they  will get 
a separate email from Filr telling 
them to register (unless they 
have previously registered). 
However, the Filr email is worded 
so poorly, that the recipient 
will likely have no idea what 
the email is for.   On the Micro 
Focus forums there is a message 
thread (https://forums.novell.
com/showthread.php/502996-
Customize -Email-Templates-
in-FILR-3-1) with instructions 
on how to change the default 
template.

4.	 When testing the integration 
I found, that if you resend an 
email, you will send the full 
attachment, not a link in that 
email, which is not the expected 
or correct behaviour.

5.	 In the long term it would be ideal 
if the GroupWise POA was made 
Filr aware and when configured 
could strip attachments 
from emails and put them in 
Filr and add a reference. In 
fact attachment stripping/
processing (irrespective of Filr) 
has been a long requested 
feature!

Figure 3: The default user name is the 
GroupWise login name

Figure 4: Simple Filr interface
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6.	 The link to the Filr file is sent 
as an attachment not as a link.  
This has been tested in Google, 
Yahoo, and even in GroupWise 
you will receive a HTML file 
attachment to the email and 
not a link.  Again it is suggested 
that it is crucial to change this in 
the next version to send a link 
in text and not an attachment.  
Currently it´s very confusing (see 
figure 5).

7.	 Another integration point 
could be SSO, when LDAP 
authentication is enabled in 
GroupWise. Filr and GroupWise 
can have the same LDAP user 
source (it would be strange if 
not) and this could be used for 

SSO, to circumvent the current 
manual login to Filr from 
GroupWise for example.  

8.	 Finally, another suggestion 
from one large customer 
is to distinguish between 
internal and external email 
communication when enforcing 
use of the Filr integration, and 
the possibility to force users to 
use Filr for sending attachments 
when sending emails to 
Internet.   Currently enabling the 
Filr integration affects all email 
messages, both internal and 
external however you may be 
only interested in enforcing Filr 
usage for external emails.

I’m looking forward to the release 
of GroupWise Wasatch and will be 
happy (my customers too), if most of 
these enhancements appear.

Figure 5: Google and Yahoo Filr links as 
attachments!
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David Krotil is a Technical 
Specialist in Collaboration 
and IT Operational 
Management based 
in the Czech Republic 
and has been working with Novell for 
nearly 25 years.  He started work with 
NetWare 4.11, and over the years has 
added to his portfolio products like 
GroupWise, ZENworks, iPrint, Filr and 
recently Sentinel.  He loves hiking and 
ice cream.

Source:  Rob Knight, SUSE, Keynote presentation at OH Summit, Budapest, 2017.
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The challenge is to run the source code in such a way 
in the Eclipse development environment that Kablink 
can be debugged while running. More specifically the 
challenge targeted in this document is debugging the 
main source code located here: https://sourceforge.net/p/
kablink/code/HEAD/tree/tags/Vibe-4.0.0-FCS/main/src/

This article will outline the way the author managed to 
accomplish that. A knowledge of Eclipse is helpful but 
I hope this article shines some light on how to make 
progress.

Please note that there is plenty more source code that 
is challenging to debug (for example the GWT code) but 
this document focuses on the main code. The author 
believes however that technique described in this article 
can be expanded to cover other source code areas as 
well.

Once Kablink is running in Eclipse you can start 
developing and investigate more closely how Kablink 
really works.

Approach

In the end whatever runs in Tomcat is “the truth” so it 
makes sense to try to run the installed files in Eclipse. 
Tomcat makes this particularly easy by allowing it to 
be run split in two directories. using the environment 
variables catalina.base and catalina.home.

catalina.home designates the command line, bootstrap 
(bin) and shared library (lib) files. Because these files are 
usually not changed on a production server.

catalina.base designates the “personal” files. They are 
the server configuration files (conf ), log and output 
files (logs), the web application files (webapps) and the 
temporary working directory (work).

The approach in this document is to create a new empty 
Eclipse Java project and move into it the bin and lib 
folder from the Kablink installation Tomcat folder.

Then we run Tomcat inside Eclipse in debug mode using 
a Run Configuration.

Installation

The first step if not already done is to install Kablink. 
Sourceforge provides the setup files here: https://
sourceforge.net/projects/kablink/files/Kablink%20
Vibe/4.0.0%20FCS/

I am using version 4.0.0 FCS (first customer shipment)

This will give you a server directory and a data directory. 
In the server directory you will find a folder called 
apache-tomcat. This is the folder where we will move the 
bin and lib folder to the Eclipse Java project folder, thus 
leveraging the split base and home configuration.

The Kablink installer will notify you that you need the 
Java Cryptography Extension (JCE) Unlimited Strength 
Jurisdiction Policy Files.  These files enable much stronger 
key length when using encryption in Java.

You can get the one for Java 8 from:
http://w w w.oracle.com/technet work/java/javase/
downloads/jce8-download-2133166.html

And the one for Java 7 here:
http://w w w.oracle.com/technet work/java/javase/

Developing and Debugging Kablink with Eclipse

by Raymond Hulha

Kablink is the name for the open source version of Micro Focus Vibe – the  online collaboration and 
document management platform.  I needed to do some development work so had to look at how 
the code runs, and wanted to do this using the Eclipse IDE  (development environment).

Kablink comes in two flavours, first the installation executable, second the source code. Both 
can be downloaded from sourceforge: https://sourceforge.net/projects/kablink/. Kablink is a web 
application written in Java and using Apache Tomcat as its web server.
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downloads/jce-7-download-432124.html

NB. Please remember exactly where you install the files as 
you will need to use the same Java runtime in Eclipse in the 
next step!

Kablink source code

There are a couple of ways to get the Kablink source code 
needed for this guide.

First you can browse to: https://sourceforge.net/p/kablink/
code/HEAD/tree/tags/Vibe-4.0.0-FCS/ and download the 
snapshot of the complete source code.

Alternatively you can go into the main folder and then 
download only that, since it is all we are using in this 
guide. 

Finally you can use a Subversion client to download the 
source code.

Eclipse Java project

Since we are not using the Eclipse Tomcat plugin from the 
WTP project (web tools platform) we can use the basic 
“Eclipse IDE for Java Developers” instead of the “Eclipse 
IDE for Java EE Developers”.

Inside Eclipse create a new Java Project.  Give it a name 
like “VibeLive”.  Make sure that you use the same Java 
runtime that has the JCE unlimited policy files from 
above. Select “Create separate folders for sources and class 
files”.  Click on Next.

Make sure the “Default Output Folder” ends in “classes” 
and not “bin”. Click on Finish.

Now open the folder in your operating system’s file 
browser. Move the bin and lib folder from the Kablink 
apache-tomcat folder into your new Eclipse project folder.

Remove the kablink-teaming-main.jar from lib/ext. This 
file is the compiled and packaged version of the Kablink 
main source code.

From the Kablink source code you downloaded earlier 
please copy or move the contents of the Vibe-4.0.0-FCS/
main/src folder to the Eclipse Java project’s src folder.

Inside the Vibe-4.0.0-FCS/main/src folder are two folders: 
com and org. Those are the ones to be moved.

From the Kablink source code please copy or move the 
contents of the Vibe-4.0.0-FCS/main/hibernate folder to 
the Eclipse Java project’s src folder.

Inside the Vibe-4.0.0-FCS/main/hibernate folder are also 
two folders: com and org. Those are the ones to be moved. 
You might be asked if you want to overwrite existing 
files. Please choose yes. These folders only contain the 
hibernate mapping XML files.

Go back into Eclipse and refresh the project, you should 
now see all the new folders. I prefer the “Package” view in 
Eclipse over the “Project” view (see figure 1). Your mileage 
may vary.

You will now get a lot of compile errors in Eclipse. That is 
because the source code is dependent on the library files. 
To fix this you simply need to add the libraries from lib/ext 
to the Eclipse project classpath. The way I like to do this 
is to right click on them in the Package Explorer and right 
click and select “Build Path” >“Add to Build Path”.

Since there are so many it is better to do it in groups of 
20 or so.  Be careful to not add any files that do not end 
in *.jar, of which I believe there are two.  Make sure not to 
add them to the classpath or you will get compile errors 
until you remove them again.

Finally add the servlet-api.jar from the lib folder to the 
classpath as well.  This should fix the most errors and only 
6 or 7 should remain.

Some files need JUnit.  This can easily be fixed.  Go to the 
project settings and the “Java Build Path” settings. Click on 
Add Library… select JUnit 4 and click on Finish. (Figure 3).

Next you need to Change restricted access in compiler 
options to Warning, because Vibe uses some old JPEG 
classes (Figure 4).

Figure 1:  The folders in the new Eclipse project

Figure 2:  Package explorer
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Here is a list of the remaining errors and how to fix them:

•	 in org.kablink.teaming.groovy.GroovyScriptService.
java
•	 remove import com.liferay.util.StringUtil;
•	 replace paths = StringUtil.split(overridePaths, “,”);
•	 with paths = overridePaths.split( “,”);

•	 in org.kablink.teaming.portlet.widget_test.
EventController.java
•	 remove import javax.servlet.jsp.PageContext;

•	 in org.kablink.teaming.sec..auth..impl.
AuthenticationManagerImpl.java
•	 remove import com.liferay.util.Validator;
•	 replace if(Validator.isNotNull(emailAddress))
•	 with if(emailAddress != null)

•	 in org.kablink.teaming.web.util.PortletRequestUtils.
java
•	 remove import org.apache.slide.util.logger.Logger;

Alternatively you can of course also hunt for the jar files 
that contain these methods.

Since we next need to compile the main code into the 
project classes folder we need to tell Tomcat about it: 
Modify the catalina.properties file to include: 
${catalina.home}/classes.

The file is located here: apache-tomcat/conf/catalina.
properties.  Around line 49 you should find this directive:

common.loader=${catalina.base}/lib,${catalina.base}/
lib/*.jar,${catalina.home}/classes,...

Note that I added ${catalina.home}/classes.. Please do 
the same.  Make sure compiled files actually go into that 
classes folder!

Finally create a new Run Configuration in Eclipse  (Fig 5)
with these settings:

Main
Main class: org.apache.catalina.startup.Bootstrap
Arguments
Program argument: start
VM arguments: -Xms256m -Xmx1g -Xss2m -Dcatalina.
base=”C:\Coding\Server\Vibe\apache-tomcat” -Dcatalina.
home=”${workspace_loc:VibeLive}”
Classpath
Bootstrap classpath: bin/*.jar
User entries: remove everything

Make sure the User Entries is empty in the Run 
Configuration.  (Bootstrap will use its own classpath)

Also make sure to replace the absolute path to apache-
tomcat with your local installation folder in the 
Arguments section above!
 
Run the Run Configuration and you should be able to 
run, use and debug Kablink/Vibe.  To stop Tomcat simply 
copy the Run Configuration and replace start with stop.

This may seem a lot of work, but once you have Kablink 
running in Eclipse you can then start on the real work of 
adding functionality or making changes to the underlying 
database.  You are on your own and not supported by 
Micro Focus, but as it’s an open source project report 
back and talk to Micro Focus about your progress.

Figure 3: Adding a library

Figure 4:  Changing compiler options

Figure 5:  Running your configuration

Figure 6:  Run configuration settings

Raymond Hulha is based in Germany and 
currently works for FairCom Corp working on full 
text search, and document storage with Vibe.  He 
is an experienced Java developer.  Previously he 
was Director of Development for Maintainet AG.
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The steps that should be taken to minimise the effects of 
these attacks on your infrastructure and data are various 
and depend on the different types of business risks and 
the IT services running.  However thorough planning and 
consultations are key points at all stages. 

Before all of those necessary steps on defining processes, 
implementing hardware (e.g. two factor authentication) 
or software (e.g. Intrusion detection systems), there are 
many basic actions to be taken that are often forgotten 
or  not fully  considered.  Most of the basics rely on 
tools already installed or software available in the OS 
distribution along with some simple configurations 
changes. Some of these basic steps enhance the security 
of a system by not interfering with the service running 
on top.  These are low hanging fruit.  This article will 
highlight just two techniques that operating teams 
should consider essential. 

Intrusion Detection

One easy to implement step is to run a simple host based 
Intrusion Detection system such as AIDE2 (Advanced 
Intrusion Detection Environment).  AIDE is a free and 
open source tool for Linux systems that has been 
developed over a number of years.   AIDE is not installed 
by default on SUSE Linux Enterprise Server but to install 
it,  either use Computer > Install Software, or enter zypper 
install aide on the command line when logged in as root.  
AIDE cannot protect a system by preventing an attack, 
but can help to stop it from running.  

Studies show that the access points used by attackers 
are often held open by them through backdoors over a 
long period of time.  AIDE helps to identify and report 
those backdoors on the system. The procedure for 
implementing AIDE is as follows.

The first step has to be taken before any “contamination” 
by third parties could have taken place. This should be 
directly after the installation phase of the operating 
system. 

AIDE is a command line tool and on first running it scans 
the server and creates a database file based on a number 
of different file attributes.

This database reflects the golden image/status of the 
server.  The database file should be saved to a different 
location.  Subsequently when the server is in active use 
AIDE can then be run again and the new scan compared 
against the database to check the integrity of all files as 
shown in figure 2.

A backdoor is shown, which an attacker installed on the 
system by replacing a file which is infrequently patched 
and is often out of focus of the system administrator.  This 
file is just an example of files that are not usually in the 

Security Basics:  How AIDE And Server Hardening Will Help Protect Your System

by Benjamin Knust

IT Security has grown over the last few years to become a real business issue engaging all business 
functions. Security isn´t just a problem for the IT department anymore, trying to arrange downtime 
for a server to implement some patches.   New threats have risen such as: ransomware (the recent 
Wannacry episode for example); botnets running on IOT Devices (e.g. the Mira Botnet) attacking 
critical infrastructure components of the internet (experts1 say the DDoS attack that caused 
widespread disruption was the largest of its kind in history); or targeting a specific company’s main 
business model (e.g. hacker holds Netflix to ransom over new episodes of Orange Is The New Black1).

Figure 1: AIDE is easy to install

Figure 2: An AIDE scan highlights modified files
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daily security focus.  In this case the simple scheduled 
usage of the all known rpm commands would have also 
shown this “backdoor”. Infrequently used parameters 
such as rpm –verify would show that the file has changed 
as it´s a file known to the rpm database,  (because it´s 
part of an installed rpm and not a tar file).  That is one of 
the many benefits of software packaged as rpms. 

AIDE has the advantage that it shows changes in the 
directory itself; or will show if files have been added to 
the directory.   It´s always good to double check the well 
known phrase “No one has changed anything”.

AIDE should be run regularly, ideally as a cron job, so that 
you have an insight of changes on the server.  It has a 
large number of parameters by which you can search the 
database.  Table 1 highlights the most common search 
parameters.

Server Hardening

It’s one thing to check your system for integrity and 
report on it, but another thing to prevent attacks or at 
least keep the hurdles high and make attacks as hard as 
possible.   This is often known as hardening the operating 
system and, as we also know, often not used enough. In 
the next little scenario I would like to show the necessity 
of certain basic steps.  The exploits used could have been 
prevented by following basic security steps on hardening 
the server. 

The server in mind runs an outdated version of Drupal 
- a web content management system (CMS). By using 
different tools such as nmap, nikto or even telnet it´s very 
easy to get information on the running version of the 
cms just by using the open port 80 and asking nicely (as 
figure 4 shows). 

The technique is called banner grabbing3 and if not 
properly deactivated4 reveals much useful information. 
Footprinting and reconnaissance are one of the first steps 
an attacker undertakes to search for the weakest link and 
a way into your system.  By searching the version of the 
running OS or application the attacker can use available 
databases5 to search for vulnerabilities, and frequently 
get instantly the necessary code for SQL injections or 
privilege escalations.  The easy way is to search the 
database via the command line (figure 5).

Attackers frequently gain access in the first place as an 
unprivileged user or through a technical account such 

Figure 3:   Verifying rpm packages will also identify rogue files

Option Description  

p Check for the file permissions of the selected 
files or directories. 

i Check for the inode number. Every filename 
has a unique inode number that should not 
change. 

n Check for the number of links pointing to the 
relevant file. 

u Check if the owner of the file has changed.
 

g Check if the group of the file has changed. 

s Check if the file size has changed. 

b Check if the block count used by the file has 
changed. 

m Check if the modification time of the file has 
changed. 

c Check if the files access time has changed. 

md5 Check if the md5 checksum of the file has 
changed. 

sha1 Check if the sha1 (160 Bit) checksum of the 
file has changed. 

Table 1:  Important AIDE Checking Options10

Figure 4:  By default the server gives away a lot of information

Figure 5:  A quick database check highlights possible vulnerabilities
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as wwwrun or tomcat.  The next step is to get some 
privilege escalation working. Attackers often make use 
of misconfigured services.  For example, granting rights 
via sudo to scripts or applications with shell escape 
sequences.
  
Basic steps such as  filesystem security are often not 
given sufficient thought, although it is in many cases 
one of the first barriers for an attacker to overcome, and 
it should be made as difficult as possible.  An example is 
the /tmp directory which is often underestimated in its 
relevance for system security.  All users can write to the  
/tmp directory,  and if not held in a separate partition this 
can benefit the attacker.  

The attacker can hard-link files with SUID settings to 
/tmp, which is not so bad as users already have access 
to the SUID file itself.  But as soon as the original file is 
updated, the hard-link breaks and the attacker then 
has his own version of the SUID file which can then be 
used and expanded in functionality while still having the 
benefit of the SUID feature.  Simple steps like a separate 
partition or/and the mount option noexec in /etc/fstab 
will prevent any execution of bad binaries. 

As time is important, attackers often take advantage 
of pre-installed software, which plays into their hands. 
In many cases a c compiler, like the gcc, is installed on 
a server as it was needed for a software installation 
process6.  An installed c compiler makes it easy for the 
attacker to write and compile code and build a privilege 
escalation binary7 without bringing malicious software 
into the company by penetrating the firewall.

SUSE has its own manual called the Server Tuning and 
Hardening Guide which is a great resource to start with. 
Two other guides or frameworks are the CIS benchmarks8 

and the openSCAP9 framework with its different 
Guidelines.  The CIS benchmarks are a set of configurations 
packaged together with explanation and the commands 
or scripts needed to check the settings, which makes 
it easy to implement in every different configuration 
framework. The openSCAP framework features the de 
facto standards for secure system implementation based 
on varying demands and is implemented within SUSE 
Manager for easy review of system settings (figure 8). 

Simple Steps

All these different steps together help to secure the 
operating system and are a huge step towards a more 
secure server.  Bugs in software will still exist in the form 
of zero day exploits and unpatched systems but simple 
steps such as basic hardening and reporting can make 
the difference between blindness and sounding the 
alarm for attention during an attack.
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Figure 6:  Gaining elevated privileges

Figure 7:  Using a pre-installed compiler to create malware

Figure 8:  SUSE Manager incorporates openSCAP security guidelines

Benjamin Knust is a Senior Linux Sysadmin 
with Postebank Systems AG in Germany.  He is 
an Open Source and Linux systems enthusiast 
and loves to talk about it. Ben has also worked 
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Strong Passwords

Let’s look a little deeper into password strength.  
Passwords can be made up of upper (U) or lower (l) case 
characters, digits (d) or special (s) characters, though not 
all log-in services make use of all 4 classes. So a typical 
password may be of the form Ulllllds.  

What analysts have found is that users use the exclamation 
mark (!) more often than any other character, and if 
required to use a capitalised character more often than 
not make it the first character of the password, and the 
digit(s) are placed towards the end of a string2. Human 
nature? Work by Kore Logic have identified over 100 
patterns (topologies) which correspond to more than 
60% of passwords used (over 80% of passwords in the 
case of the infamous LinkedIn breach).   As the majority of 
users are using just a small range of patterns then anyone 
cracking a password database can focus on these and 
crack the passwords even quicker. 

On the system side there is continued use of compromised 
techniques for hashing passwords in the system.  SHA-1 
and DES encryption are just two of the many long-used 
encryption techniques still used to hash passwords.  To 
some extent the IT industry has been its own worst enemy 
in not reacting to changes in the security environment.  

OWASP (the Open Web Application Security Project, www.
owasp.org) have championed scrypt for hashing because 
it requires substantially greater compute resource to 
crack encrypted passwords.  The IT community are 
moving toward this standard and RFC 7914 was released 
in 2016  (scrypt was first developed in 2009!).    

8 character passwords are no longer to be trusted.  NIST 
(National Institute for Science and Technology) in the USA 
recommend a minimum of 10 but that is just delaying 
the inevitable.  OWASP recommend that passwords must 
meet at least 3 out of the following 4 complexity rules:

•	 at least 1 uppercase character (A-Z) 
•	 at least 1 lowercase character (a-z) 
•	 at least 1 digit (0-9) 
•	 at least 1 special character (punctuation) — do 

not forget to treat space as a special character too
•	 at least 10 characters 
•	 at most 128 characters (to allow for pass phrases)
•	 not more than 2 identical characters in a row (e.g., 

111 not allowed) 

They also recommend banning the most common 
password topologies3. 

Think of the user

While these additional rules make stronger passwords 
the process becomes more onerous for the user.  
Remembering longer passwords which are not easily 
memorable will in itself cause issues.   Users will write 
down their passwords and store them insecurely (post-it 
notes stuck to the monitor?). More password resets will 
be another result.  

Passphrases meaningful to the user are a useful option if 
your system supports long passwords.

“Customers expect you to take precious care of their 
private information but that doesn’t mean they will 
tolerate a cumbersome authentication and access 
experience, especially if a competitor is easier to do 
business with.” 4  There has to be a balance between 
usability and security.

Risk Based Authentication Is The Future

by John Ellis

Identity lies at the centre of the biggest security issues today.  Authenticating to IT services is not 
as straight forward as you may believe.  Userids and passwords have been the staple method 
but as previously discussed in this magazine (OHM33, p31) password strength continues to be a 
major issue and over 8 out of 10 security breaches are password related1.  We know that simple 8 
character passwords can be cracked in a matter of minutes.
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So how to solve the authentication 
problem and keep users productive 
and corporate information secure? 
Traditionally the next stage is to add 
another step to the authentication 
process.  

Authentication is based on 
something you know (e.g. a 
password), something you have 
(e.g. a token) or something you 
are (biometrics:  fingerprints or iris 
scan etc).  This allows you to build 
up two factor (2FA) or multi-factor 
authentication.  2FA has been 
around for a long time in the form 
of synchronised tokens (e.g. RSA 
Securid) and fingerprint biometrics.  

Risk Based Authentication

There is another option however 
that is beginning to look attractive to 
many organisations.  This is Risk Based 
Authentication, otherwise known 
as Adaptive Authentication, and it’s 
available with the latest releases of 
MF Access Manager.  Basically the 
context of an authentication request 
will tell you a lot about whether it is 
the real user doing the login.  

For example a user with a valid 
userid and password logging in from 
an unusual location (especially when 
they last logged in at head-office just 
a few hours before) on an unknown 
device and unusually requesting 
high priority files will flag up a high 

level of risk to the extent that the log-
in is rejected.  The diagram below 
illustrates the principle.  This is the 
basis of risk based authentication 
and it can be used as part of a multi-
factor authentication solution or on 
its own. 

A solution such as NetIQ Access 
Manager has to accumulate all the 
metrics relevant to the user, and 
these are stored in a central database  
(secure the database as it’s a critical 
component!). Access Manager 
requires an Oracle, MySql or MS-Sql 
database outside of the main Access 
Manager configuration.

With Access Manager risk based 
authentication (RBA) can be 
configured in one of two ways by 
assessing the risk and mitigation 
options before authenticating a login 
attempt or after the login attempt.

If assessing the risk before 

authentication then there are a 
number of parameters you can use 
to develop the risk score:  

•	 IP address

•	 Cookie
•	 HTTP header
•	 Geolocation
•	 External parameters
•	 Time of login
•	 Device fingerprint (without user 

attributes)
•	 Custom rule (without user 

attributes)

The next step is for the risk score 
to be compared to defined risk 
levels. You can define the risk levels 
based on the sensitivity of the 
information. After the risk level 
is identified, the authentication 
mechanism is selected and the user 
is authenticated. In cases of high risk, 
the user is either denied access or is 
required to go through additional 

Figure 1:  User resistance to extra security is 
significant.  © SecureAuth 2016 

Figure 2:  Risk based authentication uses contextual information to assign access

Figure 3:   The RBA decision engine
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authentication methods. 

For example you may require 
users logging in from outside the 
corporate network to authenticate 
via 2FA while a simple userid and 
password combination is sufficient 
when on the network.

If you choose the post login 
authentication method then you can 
use more user attributes to build up 
the risk score. 

Custom rules are a powerful addition 
to the process. Scripts (using a 
custom Java authentication class) 
can be added to the risk assessment 
engine that enable organisations to 
specify specific authentication rules; 
for example prevent user login from 
India, say, if the user was logged in 
the USA in the previous 12 hours.

RBA provides organisations with 
many fine-tuned options.  Consider 
the following scenario5 where 
a company wants to protect its 
payroll application. Risk-based 

authentication enables the company 
to achieve the following actions:

•	 Restrict access to its contractual 
employees. 

•	 Grant access to permanent em-
ployees during the company 
business hours between 9 a.m. 
to 5 p.m. After business hours, all 
employees must specify a one-
time password in addition to 
login credentials. 

•	 Grant special privileges to em-
ployees who work in the Finance 
department. For example, the 
company does not ask employ-
ees of the Finance department 
to specify a one-time password 
even if they log in after business 
hours. 

•	 Grant access to the Self-Service 
tool along with the payroll ap-
plication when contractual em-
ployees use Intranet to log in.

•	 Determine actions based on the 
priority of rule conditions. For 
example, type of employment is 
the most important criterion to 

grant access followed by the lo-
cation of the user, and then the 
time of the login attempt.

•	 Grant access without any addi-
tional authentication if the user 
has successfully logged in within 
one month. 

•	 Restrict access when an employ-
ee tries to log in from a specific 
geographical location.

•	 Grant or deny access based on 
the version of the web browser 
used for the login attempt. 

•	 Deny access to any login attempt 
that originates from a handheld 
device.

While it is a good idea to strengthen 
password policies, security can be 
greatly improved (and actions made 
much more specific) by using rule 
based authentication and assessing 
the context when requests for 
applications and files are made.  RBA 
is a gaining in importance and NetIQ 
Access Manager has the capabilities 
that are required to implement it.

References

1.	 The Right level of Authentication 
– NetIQ FlashPoint Paper, 2016, 
available from www.microfocus.com

2.	 PathWell: Password Topology 
Histogram Wear-Leveling,  Kore Logic 
presentation at Bsides,  Asheville, 
2014.  Available from www.korelogic.
com/resources.html. 

3.	 Authentication Cheat Sheet, 
OWASP (last modified 21/04.2017), 
w w w. o w a s p . o r g / i n d e x . p h p /
Authentication_Cheat_Sheet

4.	 Matching Speed of Business to the 
Right Level of Risk, published by 
NetIQ, 2017.  Available from www.
microfocus.com

5.	 Risk Based Authentication (Access 
Manager 4.3), www.netiq.com/
documentation/access-manager-43/
admin/data/b1dg0omz.html.

John Ellis has worked in 
the IS/IT sector for over 
30 years, specialising in 
messaging systems and 
related technologies.  
He is a member of the OH Management 
team and the publishing editor of OH 
Magazine.

Figure 4:  Example of RBA in action.  © Micro Focus

A
ut

he
nt

ic
at

io
n



35Issue 37.   2017/2OPEN HORIZONS MAGAZINE

Q:  I am currently running Filr Standard with 500 
users but would like to upgrade 100 of them to Filr 
Advanced, as they would like to use the net folder 
sharing.  How do I go about doing this?

A: Unfortunately, it is an all or nothing approach to 
Filr Standard and Advanced.  You cannot run in a 
mixed environment.  The licence key that you have for 
Advanced will enable it for all users that you have in 
the system.  Therefore, if you wish to use the advanced 
features you will need to upgrade all your user licenses to 
the Advanced edition.  

Q:  I am trying to configure the online update for my 
Filr 3 environment but I keep getting a communication 
error.  Any hints as to what maybe the problem?  I 
would like to upgrade to 3.2 if at all possible.

A: I suspect that the Filr appliance is unable to 
communicate with the server from which it needs to 
pull the updates.  I would login to the appliance console 
and try pinging nu.novell.com and see if that works.  If 
it does not, then check the default route and the DNS 
configuration on the server.  You can modify these 
settings from the Network options it from the 9443 
virtual appliance administration page.  If your network is 
using a proxy it may also be an issue due to using a proxy 
server.  Have a look at TID 7020906.  

Q:  I notice that Filr 3.2 has an option not only to 
share files from within the Outlook client, but also to 
strip large attachments and place them in Filr.  When 
will we see similar functionality in GroupWise?  And 
why are you developing features for Outlook before 
GroupWise?

A:  Actually, GroupWise had this functionality before it 
was available for Outlook.  It was introduced a few months 
ago with GroupWise 2014 R2 SP2.  This is configured on 
the Integrations option under Client options (see figure 
1). (See also article in this issue, p23)

The functionality is much the same as you get with the 

Outlook integration.  It will add an additional button to 
the GroupWise attach dialog for Filr; you can also strip 
attachments larger than a specific size and automatically 
store them in Filr.

Q:  Is there a way I can drag and drop files from Vibe to 
attach to a GroupWise mail message?

A:  There are a number of ways that you can drag and 
drop a file into a mail message; maybe the easiest is just 
to map a drive to Vibe.  You can get the WebDAV URL if 
you click on the permalink option at the base of a file 
folder. Use that link, or one higher up the tree, when you 
map a drive (see figure 2).

Just make sure that if you are mapping over HTTPS that 
you are use a valid certificate. Windows will not let you 
map a drive using a self minted certificate.  Once you 
have a mapped drive you can drag and drop files onto 
GroupWise mail messages as an attachment.  Of course 
you could just attach them as normal, as it is a mapped 
drive. 

Ask The Experts:  Filr and Vibe

by Robin Redgrave

Welcome to this edition of questions and answers for Micro Focus Filr and Vibe. If you wish to ask 
me any questions then please email them to qanda@open-horizons.net.  

First a quick update:  we have recently had releases of Vibe (4.0.3) and Filr (3.2), which have both 
added new features.  You may have noticed this is the second Filr update this year and there are 
two more planned before the end of December, so the development team are currently keeping 
to the plan of a new release every 3 or 4 months.

Figure 1: Setting the Filr integration in GroupWise

Figure 2:  Mapping a WebDAV drive
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Q:  With Vibe you have the option to define role 
conditions that can control access based on the 
location of the user, depending on their IP address, 
However I cannot find any similar functionality in Filr, 
is there a way that I can limit where users can log in 
from?

A:  Actually, you now have this capability in Filr 3.2, albeit 
in a somewhat roundabout way.  The most recent release 
supports two factor authentication with the integration 
of Micro Focus Advanced Authentication.   

One of the many authentication methods supported 
is ‘Smartphone’ which prompts you to authorise the 
authentication on your smartphone when you login 
to Filr.  One of the additional options with this type of 
authentication is geofencing. This enables you to outline 
an area on a map from which authentication is allowed 
(see figure 3).  Location services on the mobile device will 
then confirm the location to the authentication process.

Q: I have had one or two small issues with Filr and 
would like to look at the logs on the filr appliance but 
cannot find them. Where are they stored?  

A:  The main log files are:
•	 /var/opt/novell/filr/log/famtd.log
•	 /var/opt/novell/tomcat-filr/logs/appserver.log
•	 /var/opt/novell/tomcat-filr/logs/catalina.out

Rather than accessing the logs in their directories I 
usually download them from the system services menu 
in the Virtual Appliance console (see figure 4).

Q:  I have set up a project folder for my team.  I would 
like to set it up so that users get email notifications 
when new files are added to the folder.  Is there a way 
to set this up in once rather than individually for each 
user?

A: In the Folder options (that wheel next to the folder 
name) there is an option to subscribe others to the folder.  
You need to specify the type of notification.  Normally I 
would suggest a digest rather than individual notification 
messages.  Of course you need to specify who it is to 
notify (see figure 5).

Figure 3:  Setting a location for geofencing.

Figure 4: Downloading log files

Figure 5:  Subscribing others to receive folder notifications.

Robin Redgrave is a Solutions consultant 
based in the UK and has been working with 
collaboration products for almost 30 years. 
He joined WordPerfect in 1987, transferred to 
Novell with the merger in 1994, and is now 
with Micro Focus.  He is a regular speaker at BrainShare, Open 
Horizons and many other events.  
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Q:  I want to provide fault tolerance for the GMS 
server. How can I configure the GMS server to use a 
pool of LDAP servers?

A:  Configure the GMS server to use GroupWise 
Authentication. You can then configure GroupWise to use 
a pool of LDAP servers, thereby providing fault tolerance 
for the GMS server.

Q:  Micro Focus Customer Care has sent me an FTF 
to address an issue I have reported for WebAccess.  
I have updated the WebAccess application, but the 
issue I have reported continues to exist.

The  rpm -qa |grep webaccess command reports 
that the WebAccess application has been updated, but 
the About screen that can be seen after logging in to 
WebAccess reports that the WebAccess application has 
not yet been updated. How can I resolve this?

A:  Stop tomcat and move to the /opt/novell/groupwise/
webaccess folder. Run the ll -l command and note down 
the name of the folder that is referenced by the link 
named “gw”. In this example, we will assume it is the /usr/
share/tomcat6/webapps/gw folder.

Rename the folder that is referenced by the link named 
“gw”. In this example, we will rename the /usr/share/
tomcat6/webapps/gw folder to /usr/share/tomcat6/
webapps/gw.old

Start tomcat. The /usr/share/tomcat6/webapps/gw folder 
should be recreated (it may take some time for the 
WebAccess application to become available again) and 
the About screen should now report that the WebAccess 
application has been updated.

Q:  What’s changed in 2014R2 SP2 on the vacation 
rules?

A:  With GroupWise 2014R2 SP we have added 
functionality to the Vacation rule. This is the suitcase 
icon at the bottom of the client (shown below). You can 
now create different messages for internal and external 
recipients. 

Also you can decide if an external email address will get 
an out of the office reply and what external address does 
not. This will be based on the contacts you have in the 
contact folder. Any user sending you an email while the 
vacation rule is active but is not a contact in any of the 

contact folders you have will not receive the out of the 
office reply.

The Main tab is used for creating the out of the office 
reply that internal users will receive. The External Users 
tab is used for creating the reply external email addresses 
will get when you’re out of the office. Tick the Reply to 
External Users box to send the message to external 
users. The additional options My Contacts Only and 
Everyone will limit the replies to only known users or to 
everyone you receive a message from. This gives much 
better control over who receives your vacation message.

Rob van Kooten is a Senior Technical Support 
Engineer for the EMEA Collaboration team. 
He joined WordPerfect in 1991 and then 
transferred to Novell and now Micro Focus. 
He has delivered many GroupWise training 
courses and been a speaker at many events.

Jan-Arie Snijders is a Senior Support 
Engineer for the EMEA Collaboration team. He 
joined Novell in 2004 and transferred to Micro 
Focus as a result of the merger. 

Ask The Experts:  GroupWise

by Rob van Kooten and Jan-Arie Snijders

Figure 1:  Different messages for internal and external recipients

Figure 2:  Better control for the vacation rule 
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Q: I like the new Branding Policy to 
make the ZAPP window look nice, 
but would it be possible to point 
the Help page to our IT portal?

A: I have received many questions 
and enhancement requests on ZAPP.  
Some are more complicated than 
others but in general I recommend 
people to get their ideas posted on 
the ideas portal.  Just type ideas in 
the search bar on the main Micro 
Focus web page or directly go to 
https://www.microfocus.com/products/
enhancement-request/.

For this specific question on the help 
page, you will have seen that the help 
just opens the local help file. Just 
replacing the index.html file within \
help\zapp_help with a custom page 
that points to your internal IT web 
pages will be the workaround for 
now.

Tip:  Here’s a tip one of my colleagues 
posted on Cool Solutions.  Just as 
with other policies you can specify 
requirements for the branding 
policy,  which can be used to adjust 
the branding in specific situations. 

A simple example would be to 
have an Internal Branding policy for 
all locations except the Unknown 
location and a separate External 
Branding policy to show a different 
ZAPP branding if the PC is used 
outside the company network.

Q: I would like to localise the end-
user parts of ZENworks.  Is this 
possible?

A: As most of you know I’m living in 
the Netherlands, the nice country 
with Stroopwafels, Windmills 
and weird things happening in 
Amsterdam. I obviously work a lot 
with customers in the Netherlands 
but also work with customers from, 
for example, Sweden.  In these 
countries many people speak English 
but still many customers wonder 
if they could get things like ZAPP 
localised.

When you look at the end-user facing 
components of ZENworks 2017 you 
have ZAPP and the ZENworks end-
user portal screen that is used for 
Mobile Management.  In addition 
to these two there is the app for 
Android. 

To start with the last one, 
unfortunately there is no way to 
localise the Android App as the 
language information is hardcoded 
within the app.  For ZAPP and the 
end-user portal we have more 
options.

For ZAPP all localisation files are 
stored in the i18n directory (i18n 

stands for Internationalisation). For 
each of the supported languages 
within ZENworks there is a set of .json 
files that contain the localisation 
strings for ZAPP.  

The first thing that will need to 
happen is to create a set of .json 
files for your own language. After 
adding the localisation files to the 
i18n directory the system needs to 
know that another language has 
been added, to do this open up the 
locals.json file in the conf directory 
and add the line for the language 
you have added, for Dutch this would 
look as shown in figure 2.

Last you need to copy the help files 
so that for your language you would 
have the help files available.  After 
adding these files restart ZAPP and 
it should pick up the language you 
have added.  Here I have a screenshot 
of the Dutch taskbar menu.

The final part is the localisation of 
the End-user portal which is a bit 
more complicated. On the ZENworks 
server we do have the localisation 
files available just like we have 
with ZAPP, however we haven’t 
got a locals.json file like we have in 
ZAPP.  For the End-user portal the Figure 1:  Configuring the branding policy

Figure 2:   Adding languages to locals.json

Ask The Experts:  ZENworks

by Ron van Herk

With the release of ZENworks 2017 I’ve obviously had some questions from customers about some 
of the new functionality. In this Q&A I’ll concentrate on branding and localisation issues.
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list of supported languages is hard-
coded and as such we can’t add any 
languages yet. The plan is to modify 
this with Update 2 for ZENworks 
2017 so that these pages will be able 
to be localised as well.

Getting the community involved!

Obviously if people start building 
their own localisation files it would 
be useful to share these with others. 
The plan is to create a separate 
landing page on the Micro Focus 
Vibe site where these files can be 
shared, not only for ZAPP and the 
End-User portal but also for Service 
Desk. 

As soon as we have this available we 
will get a blog post out on the Cool 
Solutions blog.

Q: On my Swedish / Dutch 
workstation I’m seeing some weird 
text in the Service Desk Store?

A:  Yes this is the unwanted result 
of the fact that Service Desk 
contains some language files 
that were inherited from the time 
Novell purchased the source of 
the product but these languages 
aren’t actively maintained. With 
the 7.3 version of Service Desk a lot 
of new functionality was added to 
the Service Desk product but only 
the language files for the officially 
supported languages were updated.  

This has  resulted in some very weird 
behaviour.  Recently with the 7.4 
version of Service Desk the missing 
localisation strings have been filled 
with the English text so at least some 
text will show up.

With the next major release of 
Service Desk the plan is to remove 
the unsupported localization files 
and move them to the community 
language page I have mentioned in 
my previous answer. 

The good thing is that with this next 
release there will be a new end-user 
portal that will make it easier to get 
the end-user portal localised. The 
current localisation file is a single file 
with all localisation strings for both 
technician and end-user portal, but 
with the next release the new end-
user portal will have its own separate 
language file and as such it will be 
easier to just localise this part.

Ron van Herk has a long history with the Novell ZENworks 
product range, starting with the Novell Application Launcher 
(yes, that was the original name).  He spent 7 years as a support 
specialist at Novell technical Services focused on the various 
ZENworks components and currently works as a Technical Sales 
Consultant. 
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